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MEMORANDUM FOR: Deputy Director for Administration
Deputy Director for Science & Technology
Depurty Director for Operations
Deputy to the DCI for National Intelligence
Deputy to the DCI for Resource Management
Deputy to the DCI for Collection Tasking
Legislative Counsel
Inspector General .
Comptroller _ : ’ : ;
Executive Secretary ' o

FROM | |
Office of General Counsel

SUBJECT .t Executive Order on National Security Information

Attached for your information is a copy of the most recent draft, dated
20 April 1978, of the proposed Executive order on classification. With the q
possible exception of section 4(e)(3), which is being discussed with the , s
Department of Defense, this version is to be sent to OMB for review and ediﬁng ; “I
before submission to the President for approval. In addition, efforts are now
under way to drafi a directive to implement this Order. Please do not hesitate '
- to contact me I:lif you have any questions or comments. |

STATINTL

Attachment : ' \/

MSC review(s) completed.

-,
s
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EXECUTIVE ORDER

et i o —— o

NATIONAL SECURITY INFORMATION

By virtue of the authority vested in me by the Constitution of
the;United States of America; in order to balance the public’s interest
'im access to government inforﬁatiqn with the need to protect certain
;national security informatiqn from disclosure, it is hereby ordered as

] .

follows:
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{a) Declassification Authority A )
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(c) Declassification Policy .cc.ceceeoa.. 13
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(e) Systematic Review for
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(

[41]

) Mandatory Rev:zw for Declassification. .16
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5. Saleguarding ............ ettt tecc e aaeaa, 17
(a) General Restirictions on Access ............. 17
(b) Special Access Programs «e.eeeeoononoonmnnn.. ' 13

(c) Access by Historiecal Researchers and Fo roexr

‘Presidential Appointees ....... fecececaccens 19

(@) Reproduction Controls ........... ceeeereeea 20

6. Implementation and Review R R TS ;.. T 20
(a) Information Security Oversight Office ...... 20

: A (b) Interagency Information Security Comnittee . 22

(c) Agencies witk Original Classification
Authority~;.....;.....;......;.--..--..-...- .- 22

(d) Agencies witnout Original Classification

Authority ....... eeesacescannnnceroscenennee 24
7. Admninistrative Sanctions ...eceveeroomonooonnnon.. ” 54_'
8. Atomic Energy Information or Materiel [ ..TUIIU.IIT TJ24
Q. Interpretation of the Order ...i..ccccomonnnnnnnmn . .25
1 - 10. Revoga?}on 6: Prior Orders and_Directives cerren~ 25

11. : Effective Date ........... ettt e, cemen 25

Section 1. Definitions.

(a) "Agency" has the ma.n_'mg used in 5 v.s.c. SSZ(e) -

-~

(v) Cla451f1ed information" means information or material
owned by, produced for or I

(hereinafter collectively termed "information”) that is/in the
Possession of or under the control of the United States Govermment
that has been determined by proper authority to require protection

a2gainst unauthorized disclosure in the interest of national security

and is so designated. .

(c) "Foreign government information" means information that has

=

Dz2n provided to the United States in confidence by, or produced by the

Unived States pursuant to a joint arrangement with, a foreign govern-

cent or international organization of governoents or an official of
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. (@) "National securitv information" means information that con-
carns the national defense or foreign relations of the United Scates.

Section 2. Original Classification.

(a) Classification Designation. National security information

that requires protection against unauthorized disclosure may be classified
in one of the three designations listed Pelow. If the classifying
official has reasonable doubt which designation is appropriate, or
vhether the information should be classified at all, the less restrictive
treatment should be designated or éuidance should be sought from an appropq
senior agency official. .

(1) "Top Secret" shall be applied to information, the unauthorize:
disclosure of which reasonably could be expected to cause exceptionally
grave damage to the national security. _ .

(2) "Secret" shall be Qpplied to informatidn, the uﬁauthorized
disciosure of which reasongply could be expectéd to cause serious
damage to the national securiiy.

(3) "Confidential" shall be applied to information, the
unauthorized disclggure of which reason%bly could be expected to cause

identifiable damage to the national security.

Approved For Release 2006/10/31 : CIA-RDP81MOB980R001900070058-2




. ) ] B ] . %
S ~ "Approved For Release 2006/10/31 : CIA-RDP81M00980R001900070058-2

(b) Classification Autro-ity.

(... Top Secret. Authc-ity for original classification of
A0P 9ECIEL
- infornation as "Top Secret” may be exercised only by the President, by

such officials as the President may designate by puvlication in the

FederalvRegister, by the Agency heads listed beloaw, .and by officials

to whom such authority is delegated in accordance with the provisiohs
of subsection (4){helow: ' - .
| The Secret;ry of State
The Secrétary of the Treasury
The Secretary of Defense - L
The égg;efafy of the Arnmy _ L .
The Secretary of thé.Navy o
The Secretary of the Air Force
The Attorney General of the Unifed States o ' ;

The Secretary of Energy

The Chairman, Nuclear Regulztory Comnission

The Director, Arms Control and Disarmament Agency

4 o The Director ‘of Central Intelligence

Thé Adminisirator, National Aeronautics and Space Adminis%ration N

The Administrator, Generzl Services Administration (delegable
- only to the Director, Fedasral Preparedness Agency and t§ the

Director, Information Security Overéight Office.) .

(2) Secret.. Authority for original.classification of infor-

nation as "Secret" may be exercised oniy by such officials as the

President may designate by publication in the Federal Register, by the
Agency heads listed below, by officials who have "Top Secret" classi-

fication authority and by officials so authorized in accordance with

the provisions of subsection (4):
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. The Secretary of Commerce

The Secretary ol Transportation
The Administrator, Agency for International Developzent
The Director, International -Communication Agency

(3) Confidential. Authority for original classification of

. information as "Confidential".may be exercised only by such officials

‘ asg the‘President nmay designate by publication in the Federal Register,
by the Agency heads listed below, by officals who have "Top Secret” .
or "Secret" classification autkhority and by oéficials so authorized in.
accordance with subsection (4): -
| The Preéident and Chairman, Export-Import Bank of thé ﬁnited Stag
The Presidentfand Chief Executive Office%, Overseas-Private

.Investment Corporation

(4) Limitations on Delegaztion of Clessification Authoritw.

(1) Authority for original classification o} inforpation as
"Top Secret" may be delegated only iniEEifi#gi%ﬁdi§§;§:§§:§§iﬁﬁiﬁ;g]
suﬁordinate officals determined by the President or'by Agency heads
listed in subsection (1) above to have a frequent need }o exercise
such authority. Authority so delegated may pnot be redelegated.

(ii) Authority for origimel classification of information as
"Seeret” may be delegated only in writing and only to those subordinstes
détermined by. the President, by Agency heads listed in subsections (1)
and (2) above and-by officials with "Top Secret" classification
authority to have frequent need to exercise such authority. Authority
sp'delegated may not be redelegated.

(iit1) Authority for original classification of iaformetion as
"Confidential" mey be delegated only in wri;ing and only to those .
subordinates determined by the President, by Agency heQAS listed in .
‘suﬁsections (1), (2) and (3) above and by officials with "Top Secret"

classification authority 'to have frequent need to exercise such

authority. Authority so delegated may not be redelegated.
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(iv) Each delegation of original classificatifon authority
shall be in writing by name or title of position held oxr as prescribed
in directives implementing this Order.

{(v) Delegations of original classification authogity shall be
held to an absolute ﬁinimum. Administrative convenience 1is not a
;alid basis for such delegations. Periodic review of such
:dclegations shall be made to ensure that the officials so designated
Lhave demonstrated a continuing need(to exercise such authority.

(vi) Agencies or officials not granted original classification
authority im this section may request such authority from the

President through the Iﬁformétion Security Oversight Office, established

herein. Approval of such requests shall be pﬁblished in the Federal

Register.

(5) Exceptional Cases. When an.employee of an Agency that does

Aot have original classification authogity, or a contractor of such

an Agency, originates information that.is believed to require
'classification, the person or contractor shall protect.that information

in the manner prescribed by this Order and implementing directives.
.The information shall be transmitted promptly through established
channels and under appropriate safeguards to the Agemcy having

primary interest in the subject matter and -appropriate original .
classification authority with a request that a determination be made as t
classification. Such requests shall be acted upon within 30 days.
Where such Agency cannot be identified, the information shall be sent

deteminat;’.on

to the Director of the Information Security Oversight Office for a/. ..

(c) Classification Requirements. Information may not be

classified unless an original classification authority determines:
(1) that the information falls into one or more of the criteria set
forth in subsection (d) below, which apply equally to all three
authorized claésification designations; and (2) that the unauthorized

disclosure of such information reasonably could be expected to cause at

least {dentifiable damage to the national security. e
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The unauthorized disclosurc of foreign government informa-
tion or the identity of a confidential foreign source is presumed to cause

at leaét jdentifiable damage to the national security.

(d) Classification Criteria. Information may not be con-

sidered for classification unless its disclosure reasonably could be
éxpected to: l

(1) Make the Uﬁited-States or its allies vulnerable to attack
by a foreign power, or weaken the ability of the ﬁnited States or
{ts allies to conduct armed operations or defend themselves, or
diminish the military or operational effectiveness of the United
States' armed forces; or . '

(2) Lead to hostile poliﬁical, economic, or military action
against the United States or its allies by a foreign power; or

(3) Reveal, in whole or in part, the defense or foreign
policy plans orx postufe of the United States or its allies; provide
a foreign nation.with inférmation uﬁon which to develop effective
countermeasures to such plans or posture; weaken or nullify the {
effectiveness of a United States military, foreign policy, foreign '
intelligence, or foreign counterintelligence plan, 0peration,Aproject,
or activity or PR R ‘

(4) Aid a foreign nation to develop or improve its nilitary
capability; or

(5) Reveal, jeopardize, or reduce the effectiveness'of an
intelligence or cryptologicisource, method, device, ox systemj oT

(6) Disclose to other nations or foreign groups that the
ﬁnited States has, or is capablc of obtaining, certain information
concerning those nations or groups without their knowledge or consent;
or

(7) Deprive the United States of a diplomatic, military,

écientific, engineering, technical, economic, or-intelligencc advantage

related to the natjional security; or

(8) Create or increase international tensions; cause or com=
tribute to political or economic instablity or civil disorder in a . 1

foreign country; or otherwise lmpalr the forelgn relations of the . ‘
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(9) Disclose or Impair the position of the United Statces or 8
iés allies in international negotiations; or

(10) Disclose the identity of a confidential foreign source; . or

(11) Disclose foreign government information; or -

(12) Diminish the cffectiveness of United States Government
programs for safeguarding nuclear materials or facilities; or

(13) Place a person’'s 1life in jeopardy.

(e) Limitation on Duration of Classification.

‘(1) Except as permitted in paragraph (2) below, each 6rigina1
classification authority at the time of original ciassification shall
set a date or event for automatic declassification no more than six
fears later. AltérnatiQely, the original classification authority
may set a date or event not more than six years later for review to
determine whether there is a continued need to protect the information.
Only officials with Top Secret classifi-

cation authority may externd classification of the information beyond

six years and only then in acco}dance with paragraph (2) below.

(2) Only officials with Top Secrét classification - authority
-and heads of agencies listed in Section 2(b) may classify information
r for more than six years from the daté of original classification.
In such cases, the date or event for declassification or review s£a11
be as early as national security permits and shall be no more than
twenty years after the original classification, except that the date
or event for declassification or review of foreign government infor-
mation may be up to thirty years. This éuthority shall be used
. sparingly.

(f) Classification Identification and Marking.

(1) The following shall be shown on the face of paper copies of all
"documents at the time of original classification: (i) the ifdentity of the
original classification authority; (1i) the office of origin; (iii)
‘the date of the document's origin; (iv) the date or event for
declassification or review; and (v) one of the three classification
designations defined hcrc;n. When the individual who signs or other-
wisce authenticates a document or itcﬁ also is authorized to classify

it, no further annotation of fidentity is required. Documents

classified for more than six years shall also be marked with the identity
of the official who authorized thc.prolongcd classification and the
Justification for {it. This justification may be by refercence to

criterta set forth fn agency tmplementing dilrccetives,
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(2) Markings such as "For Offical Use {nly" and "Limited

fficial Use" may not fe used to identify information requiring pro-

tection pursuant to this Order. Nor may terms such as "Conference,"

.

"or "Agency" be used in conjunction with classification designations
prescribed by this Ordér; e.g., "Agency Confidential,” or "Conference
éonfidential." '. _ - S ' ' .

(3) Each classified document sﬁall, by marking or'other means; |
indicate clearly which portions are classified, with the.applicable
classification designation, and which portions are not classified, in
order to facilitate exéerpting and other uses. Agencf heads may seek
a waiver of this requirement from the Director of the Information

Security Oversight Office for specifiec; classes of information. The
Director of the Oversight Office may,-for good cauée, grant and\revoke
such a waiver. - - .

| (i) Fdreigﬁ government information shall.eitheflretain its
original classification designation or be assigned a United States ’
classification Qesignation that shall assure.a degres of protection
equivalent to that regquired by ithe entity that furnishedAthe information.

(5) Classified documents that contain or reveal information
that the originator has~detegmine§ is‘subject to'special dissenina-

tion and reproduction limitations shall be marked clearly so as to

4+
1

place the user on notice of the restrictions.

(g) Prohibvitions.

(1) Classification may nét be used to conceel violations of
. »
lavw, inefficiency, or administirative error, to prevent embarrassment’
to a person, organization or agency, or to restrain conpetition.
(2) Basic scientific research information not clearly
related $o0 the national security may not be classified.

(3) A product of non-goverament research and developaent

that does not incorporate or reveal classified information to which

the producer or devcloper was glven prior access may not be classified
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under this Order until and unless the government acguires a pro-

.

f prietary interest in the prodﬁct. 7his Order does not affcct the

provisions of the Patent Secrecy Act of 1952 (35 U.S.C. 181-188).

(4) References to classified docunents that individually, or
in éggregate, do not disclose classified information may not be
c1a331rled or used as a basis for classification. -

.(5) Cla531f1catlon may not be used to limit dissemination of
information that is not c1a531f1ab1e-under the provisions of this
6£der, or to prevent or delay'thé pudblic release df-such'informétibn.'
| (6) No docuﬁent m;y.be classified after an.Agené& has .

,réceived a request for such document under the Freedon of Information
Acet or the Mandatory Review provision of tﬁis Order .
./ Sectlon 4(£)_7, unless such docunent requlres the protection
authorlzed by thls Order and such classification is authorized
personglly, and in writing, by the head of the Agency concerned ,
by tﬁe senior.official designated to oversee the Agency information
security program, or by an agéncy official with original Top Secret - .-
.classification authority.
(7) Classification may not be restored to -documents already _

declassified and released to the public under this .or prior Orders.

Section 3. Derivetive Classification of Information. -- -

(a) Original classification authority shzll not be given to
pefsons who only reprodude, exiract or summarize classified infor-
matién or who only apply to jnformation classification markings
derived from'source material or as directed by a.security classi-
fication guide. Persons who apply deriva%ive classification
m&rkiﬁgs shall (i) respect classifications assigned by sriginators; .
(i) to the maeximum extent practicable verify the current level of
classificatlon of the informaticn prior to applying such nmarkings;

and (c)
(i3i) in accordance with subsections (b)/ below, carry forward

to any newly created documenis the assigned dates or events for

declassification or review and any ndditional authorized markings.
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Documents based on multiple classificd sources
may use a single marking.

(b) New material that derives its classification from
information classified on or after the effective date of this Order
shall be marked with the date or event for declaSéification or
the date for review assigned to the source information.

(c) New material that derives its classificatfon from information

.classified under prior 'Orders shall be treated as follows:

(1) When the sourcé material bears a date or evént for
declassification twenty years or less from the date of origin,
that date or even£ sh;11 bé carried forward on the new matgrial.

(2) When the source material bears mo Aate or event for
declassiflication or is ﬁ;rked for declassification beyond
twenti years, the new material shall .-be marked with 2 date for
review for declassificatioq/?:enty years from the daté of original
classification of tﬁe saurce materiai.

; (3) When the source materiai is foreign government information
bearing no date or event for declassification or marked for
declassific;tion beyond thirty years, the new material shall be
marked for review for declassification at thirty years from the

date of original classification of the source material.

Section 4. Declassification and Downgrading
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(2a) Declassification Authority. The authority to declassify

or downgrade information classified under this or prior Execcutive
orders shall be exercised as follovs.
(1) Classified information may be dec1a351fied or downgraded

by the official who authorized the original classification if that official
{s still serving in the same position, by a .
successor, or by a supervisory official of either.

(2) Agency heads named in Section 2(b) shall designate
additional officials at the lowest praéticable.echelons to exercise

declassification and downgrading authoriiy. R

.. - - A ~ - .. e A T . MR PR -.
. . P - - . 5 o e~ - .

(3) VWhen the Director of the Inforazration Security Over-

of this Order, or that information con31dered in the exercise of-

the Director's appellate functlon pursuant to Section 4(£f)(2) should be
declassified or downgraded, the Director shall promptly notlfy.thg affectéd
Agency of such a determination. The Agency shall have

20 working days to contest the determination. In tpé evént agrze-
ment on the elassification of the informatian in quesﬁion cannot

be reached between the Director of the Information Security Over-
sight Office and the Ageﬁcy, they will zppeal the case to

the Natioﬁal Security Council. Contested infor-

mation shall remain classified until the appeal is resolved.

(4) Tﬂe prbvisions'of this Order relating ito the declassi-
fication of national security information shall also apply to
agencies which, under the terms of this Order, do not have original
classification authority but which had such authority under prior
Executive orders.

{b) Authority Ov er Transferred InfTormation.:
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nerely for storage purpuses -- the receiving Asency shall be Zzzz2d tc

o

e the originating Agency for all purposes under this Order.

(2) For claszified information not transferred in aczsrlance
with subsection (1) zbove, but originated in an Agency vhich has
ceased to cxist, each Agency in possession shall ge deened to be the
orlginating Agency for all purposes under this Order. Such infor:a:
tion may be declassified or downgraded by the Agenc} in possession . o
gftgr consulting with a2ny other Agency having an interest in the
subject natter. . .

n.(3) Classified informationvtransferred 1o the General Services .
Adninistration fbf achessién into the Archives of the United Stateé

- shall be declassified or downgraded dy the Archivist of the United

States in accordance with this Order, thé directives of the infornation .
Security Oversight Office, and Agency guidelines. 7
. (4) After the termination of a Presidential administiraiion, the
4rchivist of the United States shall ha;e the auth@rity to:review and
declassify or downgrade all information classified by the President,
+he White House staff, or comnittees or commissions appointed dy the
President or others acting on the President's behalf. This authariiy
syall be exercised oniy after consultation with the agencies having

primery subject matter interest. Disagreenents on declassification of

Presidential documents between the National Archives and agencies

having primary subject matter interest may be appealed to the Director of

the Information Security Oversight Office.

(c) Declassification Policv.

(1) Declassification of classified information shall be given
emphasis comparable to that accorded classification. information
classified pursuant to this and prior Orders shall be declassified as
early as national secu;ity considerations permit. Decisions concerning
d;clussification shall be based on the loss of the information's
sensitivity with the passage of time oxr the occurrence of an event which
would make continued classification unnecessary.

(2) Whenever information is revicwed for declassificarion
pursuant to this Order, 1t'shall be declassified unless the declassi-
fication authority cstablished in Scction 4(a) determlnes that the
fnformation continues to meet the standards for class{ficatfon pre-

seribhed o Section T(e) despite the passage of time.
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(3) It is presumed that informatfion which continues to meet
the standards for classification in Section 2(c) requires continued
protection. In some cases, however, the need to protect such infor-
mation may be outweighed by the public interest in disclosure of the
information, and in these cases the information should be declassified.
When such a question arises, it shall be referred to the agency
head, an official with Top Secret classification authority, or the
Archivist of the United States in the case of material covered in
Section 4(£f) (2). ‘That official will determine whether the public
interest in disclosure outweighs the damage to national security
that might reasonably be .expected fro disclbsure.

(d) Declassification Requirements.

(1) Except as provided in Section 4(e) (4) below, information

classified on or after the effective date of this Order shall be
declassified or reviewed in accordance with the date or event set

pursuant to Section 2(e).

(i) Information not marked Qitg such a date or event shall
‘be declassified automatically six years after the date.of original
classification, unless the head or deputy head of the agency extends
its classification‘personally and in writing in accordance with
Section 2(e) (2).

(ii) When information is marked for review within six years of
original classification,‘pursﬁant to Section 2(e) (1), and that review
is not conducted by the end of the sixth year, the information is
automatically declassified. H&wever, the head of the agency or
officials with Top Secret classification authority may restore and
extend the classification personally and in writing, in accordance

with Section 2(e)(2).

(2) Except as provided in Section 4(e) (4) below, information
which was classified before the cffective date of this Order and
dlrcady marked with a dat? or event directing declassification in
20 yecars or less from date of origin, shall be declassified automati-
cally Iin accordance with such date or event unless declassified
carlier, Information not so marked shall be revicwed for declassi-

fication in accordance with Scction 4{c) and (f) below.
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specific categories of information.

(c)
(1)

records of the Government as defined by 44 U.S.C.

Systematic Review for Declassificaton.

Classified information constituting permanently valuable
2103 and information
in the possession and control of the Administrator of General Services
pursuant to 44 U.S.C. 2107 or 2107 note shall be reviewed for .
declassification as it becomes 20 years old. Agency heads listed in
gection 2(b) and officials designated by the President pursuant to
Section 2(b)(1l) of this Order may extend classification beyond 20
years, but only in accordance with Sections 4(c) and 4(e)(2). This
authority may not be.delggated. ‘ﬁheﬂ classification is extended
beyond 20 years, a date for declassification or the next review no
more than 10 years later shall be set and marked on the document.
Subsequent reviews for declaséification shall be set at no more than
The Director of the Inf;rmation Security Over-

10 year intervals.

sight Office may extend the period between subsequent reviews for

roved For Rel : - _
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' : the Agency hea2ds listed in Section 2{b) and the heads of agencies which
had criginzl classification authoriiy under prior orders shall, after
consultation with the Archivist of ithe United States and review by the
Information Security Oversight Office, issue and maintain gui dellnes for
systematic review covering 20-year old class fied information under
their jurisdiction. These guidelines shall state spe .fic limited
categories of information which, becauéé of their national security

. seﬁsitivity, should not be declassified automatically dut should be

f~i reviewved item-by;}tem to determine whether continued protection beyond
20 years is needed. All information not identified in these guidelines
as requiring review and for which a prior automatic declassification
dat? has not beenﬂestablishéd shall be declassified automatically at

the end of 20 years from the date of originallclassificationﬁ‘_ These

guidelines shall be authorized for use by the Archivist of the United

States and by any Agency having custody of the information.

(3) Notwithstanding Section 4(e) (1) and (2), the Secretary of

Defense | may establish special procedures for systematic

review and declassification of classified cryptologic information

produced by units 'of the.Departn;er;'t- of'Defens;.' These Drocedures sl;ai]:
b; consistent, so far as practicable,.with the objectives of Section
4(e) (1) and (2) and sﬁall be reviewed a;d approved by the Director
of the Information Se;urity Oversight Office p;ior to implementation.
Any decision by the Director in this regard may be appe;led to the
National Security Council. In case of an appeal, the information
’ will remain classified until the appeal is resolved. -
¢ (4) Foreign government information shall be exempt.grom the
~\automatic declassification and 20 year systematic review pr;visions of
- Ehié Section. Unless declassified earlier, such information shall

be reviewed for declassification 30 years from its date of origin.

Such review shall be in accordance with the provisions of Section 4 (c)

and with guidelines developed by Agency heads in consultation with
the Avchivist of the United States and, where appropriate, with the

foreign government .or international organization concerned. -

__ : ‘Approved For Release 2006/10/31 : CIA-RDP81M0O0980R0019200070058-2 :
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(5) Transition to systematic review at twenty yecars shall
be implemented as rapidly as practicable but shall be completed no
more than ten years from the effective date of this Order.

(f) Mandatory Review for Declassification.

(1) Except as provided in (2) below, information classified
ipursuant to this or prior Executive orders shall be reviewed for
possible declassification upon request of a member of the public, a
government employee or an Agency, prévided the request is sufficiently
specific to permit location of the information with reasonable eéfor:.

Requests for declassification under this provision shall be acted upon

within 60 days. Requests for declassification under the Freedom of

Information Act shall be processed in accordance.with the provisions

of the Act. L R o R .

—— —— e - . . e e . P et .. .. € enmn - N -

(2) Information less than ten years old originated by the
President or a President’'s White House staff or Committées or Commissions
appointed by the President or others acting on behalf of the President,
including such information in the pbssession and control of the
Administrator of General Services pursuant to 44 U.S.C. 2107 or 2107
note is exempted from the provisions of subsection (1) above. Such
information over tenr years old, however, shall be suﬁject to mandatory
declassification review upon the request of a member of the public,

a government eﬁployee or an Agency. The processing of such requests
shall'accord with proceﬁures developed by the Archivist of the

United States which shall include consultations with agéncies having
primary subject matter Iinterest. Denial by the Archivist of such a
request for declassification may be appealed to the Dircctor of the
Information Security Oversight Office who may order declassification.

In such cases, the Director of the Information Security Oversight Office
shall promptly notify agencies with primary subject matter interest,

which may follow the appeals process set forth in Section 4(a)(3).

Approved For Release 2006/10/31 . CIA-RDP21MQO0980R0019000700588-2
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(3) Reg:::i-=z for deeloscification of ¢lazsified dozuzants
sriginated by an Agency but in the pouscssion ans gconirol of =ha
ndainlislrator of Guneral Services purszuant .to 44 U.5.C. 2157 cx

2107 note shall be referred by Llne Archivist to the Agency of cripgin

Ly
[ 2
o
v+

for processing in accordance with subsecetion (1) above and o> di

response to the recguester. The Archivist shall inform requesters

of such referrals.

(4) No Agency in Possession of a document classified under

the proviegions of this or prior Orders may, in response to a request

3

nrade ender the Freedon of Information Act or the Mandatory Review

provision of this Order (Section 4(f)).for such'document, refuse to confirm

- . .

the existence or non-existence of such document, unless the fact of its

existence or non-existence would itself be classifiable under this Order.

(g) Downgrading. Information blaﬁéified under this or prior
Orders and marked for autoratic downgnédinglfs dowhgraded accordingly
without notification to holders. Other infprﬁation classified ﬁnder
this or prior Orders‘may bg assigned a lower.classification designa-—
}ionAby the originator or other pfficials authorized to downg;ade of{

to céeclassify when such dowagrading serves a useful purpose. “Notice

of such downgrading shall be provided to holders of the information

to the extent practicable.

e

ng. . .

Section 5. Safeguard

(a) General Restrictions on Access.

(1) No person may be given'nccess to classified information
unless such person.has been determined to be trustworthy and unlcs§
access to such information is necessary for the performance of ..

| officiai dﬁties.

(2) All classified information shall be marke

§%
]
Qo
]
©

Ly
e
o
¥
(9]
=
)
Yod

<

to put users on notice of its currcnt classificaticn siatus angd, i

r}
v
$Je
[+4
[¢]
cr
e
O
o]
e
L]
t

appropriate, to show any speciel distribution or rej

strirnrtions.
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(3) Conirilzs phall be estuillohed Y7 eash igensy to assure
that clrssified infornzation is uzed, proceszed, zisred, reprolused
zud transmitied only under conditions that will provids mdaguats
pro@cction and pyeycut acceas by unaulhorized pérsons.

(4) Classified informaijon no lonjer needed in currani
vorking files or for reference or record purposes shall te pro-
cessed for approptwatn disposition in accordance with the provicions
of Chaptqrs 21 and 33 of Title 44 of the United States Code governing
disposition of federal records.

(5) Classified_info;mation disseminated outside the
executive branch shzil de éiven protéction.eq valent to that

afforded within the executive dbranch. -

(b) Special Access Prograns. T,

(1) Agency heads listed in Section 2(b }(1) may create special

access progrars to control access, distribution, and protection of

particularly sensitive informaﬁion cléssified pursuant to this or
prior Orders. Such pfograms nay be created or continuéd only by
written direction anéd only by these Agency heaéds or, fér mattefs
pertaining to intelligence sources and methods, by the Director of -~
Centrai Intelligence. C;assified information in such prozrans shall
be declassified according to the provisions of Section 4. _Speciél

access prograns nay te created or continued conly on a specific

showingz that: -

(i) normal management and safeguarding procedures are not .
sufficient to 1limit need-to-know or access; . .

(ii) the number of persons who will need access will be
reasonably snrall and conrenSL“a+e with the ob}ec»xve of providing
eytra protection for the 1nforﬂat10n involved; and

(1ii) the special access controls balance the need to protact

Loy —

o]

- the information against the full spectrum of needs =5 use the i

ration.
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(2) AlL such szpecial access prograzs exezpl those required
by trealy or internaticnzl egreement shail terainate auto-
maitically cvery five years unless renewed in accoruance with the

proceidures in this subsection.

2

(3) vithin 180 days after the offective date of this Order

,.J.

the Agenzy heads listed in Sccetion 2(bJ{1) shall review all ezisting

spzcial access programs under their jurisdiction and continue them

only in accordance u1th “the proueuures in this subsection. Each of %those

»

Lzency heads shall also establish and maintain 2 system of accounting fox

all special access programs they create ox continue. . T

The Dirsctor of ithe Information Security Oversighi Office

shall have non-delegable access to alI such accountings.

(c) Lccess by Histiorical FeOearchar and Forner Presidantial'

Apvointees. The requirement in Section 5{(a)(1) that

‘access to clessified informztion be granied only as is necessary for

the performance of official duties shall not apply to persons vho

"are engaged in historical research projects or who previously have
occupled pollcy making p031t10ns to which they were app01nted by the Presid

prov1ded thht the Agency w1th Juflsdlctlon over the 1nfo*mat10n'.

(1) makes a written determination that nccess is conaistenf
with the iiterest of national securiiy; ‘ .

(2) takes appropriate steps to ensure that classifi;d info}-
mation is not disclosed or putlished without pricr review and. {
declassification; ‘ _gi ’ ‘ . R

. (3) taXes reasonable action to ensure that uccéss is linited
to specific categories of infornmation over which that Agency has

ification jurigdiction;

(4) 1limits the access granted to former Presidential

‘class

appointiees to items that the person originated, rcviesed, signa2d or

recceived while serving as a Presidential appointee.

~amyne —— ey - a eegeie m e
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(¢) Reproduction Controls.

(1) Top Sceret documznis nay not be reproduszd withewt s

consent of the originating Agzency unless otherwicse mavked by tha
it g A

&)
e,
(£}

L[]

originaling of

(2) Reprocduztion of Sceret and éon?idenhial documents oo
be restrictiad 'o;; the crik;inating Agcncy.
| (3) EReprcduced copics of cla;sified docurents are subject to
the, samz nceountzbility and controls as the 6riginal docunents.

(4) Records sha;l'be ﬁaintained'by all Agencies that repro-

duce paper copies of classified documeénts to show the number and distributidl
of reproduced copies of 21l Top Secret documents; all documents

covered by special access programs distributed outside the originatin

agency; .and 211 Secret and Confidential documents marked in N

accordance with Section 2(£)(5).

3
LY

(5) Subsections (1) ana (2) above shall not restrict the

reproduction of documents for the'ﬁurpose of facilitating review for
L] - ° - . . N

declassification, However, such reproduced documents that remain

.8

‘classified after review must be destroyed afier they are used. .;

Section 6. Implementztion ané Review.

The National Séqurity Council may réview all matters wit% respect- t
the implementagion of this Order and shall provide.ovefall pglicy . .
dijgction fo; the ;nfoymatiqq securi;y f%og;am. - . )

(a) Information Security Oversight Office.

(1) The Administrator of General Services shall be responsible
for.. implementing and monitoring the program established pursuant to
this Order. This responsibilify shall be performed through an
Inforepation Security OversighF Office.

(2) This Office shall have a full-time Director ﬁppointed b;
the Administrator of Gengral Services subject to zpproval by the

President. The Director shall have Authority to appoint a siaff.

The Director shall:

Approved For Rele‘ase 2006/10/31 - CIA-RDP81 M00980R(501900070058-2 ]
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(1) oversee Agency actions to ensur2 co2pliance with this
O-der 2nd implementing directives;

(ii) consider and take aciion on complzintis and suggestions
from perscns within or outside the Gove;n:ent wit§ respect €o th=
+ion of thz informaiion securily progran, including
acpeals Irox denials of declassificaticn requestis pursuant 1o

(
(:ii) exercise the authority to declassify information pro- "~
vided o7y ;ections Lz )(3) and 4C£)(2); .
" (iv) developo, in- consultatior with the agencies, and pronul-
gate, subjezti to the approva} of the National Security Council,
: directives for the inplementation of this Order which'shall'b%
binding on thé agancies; |
(v) report annually to the President ihrough the Adninistra?o?

of General Services and the National Security Coupcil on the

_ inplementation of this Order;

, {vi) review all Agency implementing regulations and guide-
lines for systematic review to ensure their consistency with the
provisions of the Order and implementing directives. If the Director
finds any regulation or guidelihe inconsistent with this QOrder or
implementing directives, the Director may require it to be changed.

. The Agency head may appeal such a decision to the National Security
Council, which shall have final decision~making authority. Pending
resolution of the'appeal, the.Agency regulation or guideline shall

remain in effect.

.

(vii) exercise case-by-case classification authority in

accordance with Section 2(b)(5) and review requests for original

classification authority in accordance with Section 2(b) (4)(vi);




K

'

(viii) hava the authority to zonduct on-sitz raviews ol the

-
)

Information securily prograwu of each Ageney that %a2adles elzzsifiod
informpztion and to require of cach rAgency cuch repasts, Infor-
mation. and other, cooperation as recessary to fulfill the abeve
responsibilities, If such reports, inspéction, ;r accezs to
specific categories of classified information wsuld pose atl
.exceptional national security risk, the affected Agency hecad may
deny access. In such a case, the Agency head shall report the -
decision and the reason to the National Security Council, which ray
overrule fhe decisién.;

(v) Interszency Informaztion Securiiy Committee. Thera

is esiablished en Inleragency Information Security Committce which
shall be chaired by thg'Uirector and shall be comprised of represeﬁ—
tatives of the Secretaries of Staté, Defense, Treasury and Energy,
.the Attorney Geﬁeral,.the Director,of Central Intelligence, the
National Security Council Staff, the Donestic Policy S£aff, and the

Archivist of the United States. Representatives of other azencies

may be invited to meet with the 'Committee on natters of particuler

-

~interest to those agencies. The Conmiitee shall meet atl %hé call’
of the Chairman or at the request of a member Agency and shall .
advise the Chairman on .implementation of this Orcer.

(c¢c) Agencies with Original Classification Auithority. ZTach

Agency granted original classification authority pdrsuant to this
Order shall: '

| (1) Subnit to the Information Security Oversight Office a
copy of the regulations and guidelines for systematic review adopted ’

pursuant to this Order and implenenting directives. Subsequent
5

chances to Agency regulations and uidelines for systematic review
[y [ ) o J

shall also be forwarded to the Oversight Office.

[
&
1o

(2) Publish in the cheral‘Registcr the unctiassif

regulations implementing this Order or changes thercto.

Approved For Release 2006/10/31 - CIA-RDP81MO0980R001900070058-2
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5
.Geclaszification requests, pursuant to Section (L),
6

provigsicrns of th

(4) Designate a senior Agency official <z chair a4

conmitlice with authority to act on 3ll su

"“

zgesiions and conslzints
vith respect to the Ageney's adw;nx tration of the inforzat:

PRI 34

security progranm.

) Establisk a process to decide appeals from denials of

) Estzblish and maintein a progran to familiarize Agency
perseancl and others with access {o classified information with the

réér and implenmant

Prs
23
«©

e

ng’

[

lirectives; to impress

P

uwpon céach individual his or her responsibility for exercising

vigilance and care in complying with the provisions of this Order;
encé, to encourage him or her to chellenge classilication decisions -

-believed to be imnrooer.

(7) Ensu*° the preparation and promulgation of gu delines

3

for se curltj classification that w111 facilitate the identificati

o]
'
h

end uniforn classification of information rcqulrlng prouec»ion undex

tbe provisions of this Order. _ ' : T L.

(8) Develop and proﬁulgatc guidelines for systématic review
in eccordance with Section 4(@)(2). o ‘ _; o

(9) Takxe necessary action to ensure that:

(i) =2 demonstradle need for access to classified information
is established prior to the initiatiog of administrétive clearance

procedures, and

(ii) the number of people granted access to classified infor-

mation is reduced to and maintained at the mininum, consistent with

operztional requircments and nceds,
(10) Ensure that safeguarding practices are reviewed con-

tinuously and eliminate those that are duplicative = unneccs#ar“
(11) sudmit to the Information Security Oversizht Offic

such information or reporis ss the Direcior of tio

cecessary to carry out the 0frfice's oponglhil Ltias.
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(d) Agencies Without Original Classification Authority.

Each Agency that has not been granted original classification authorigy
but that handles classified information shall comply with app;opriate
subsections above /{c) (1), (2), (3), (4), (5), (6), (8), (9), (10) and
(11y_7.

Section 7. Administrative Sanctions.

Ip any case in which the Information Sécurity Oversight Office finds
that a violation of this Order or any implementing directive has
océurred, it shall make a report to £he head of the Agency concerned
so that corrective steps may be taken.

(a) Officers and em}loyeés of tﬁe United States shall be
subject to appropriate administrative sanctions if they:

(1) knowingly and willfully classify or continue the classifica-
tion of information in violation of this Order or any implementing
directive; or :

(2) knowingly, willfully and withsut authorization disclose
information properly classified under this or prior Orders or compromise
properly classified information through negligence; or

(3) knowingly and willfully violate any other provision of this
Order or implementing directive.

(b) Sanctions ﬁay include reprimand, suspension without pay,
removal, termination of classification authority, or other sancfion in
accordance with applicable law and Agency regulations.

(c) Agency heads shall make proQision to ensure that appropriate
and prompt corrective action is taken whenever a violation under
subsection (a) occurs. They sﬁall also inform the Director of the,

Information Security Oversight Office when such violations occur.

(d) Agency heads shall report to the Attorney General evidence
of possible violations of federal criminal law by an employee of their
department or agency to tﬁe extent any such information may be reflecected
in classified information and report to tﬁc Attornecy General evidence
of possible violations by any'othcr person of those federal criminal

laws specificd in guidelines adopted by the Attorney Ceneral;

- OR0O01900070058-2
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Section 8. Atomic Energy Information or Material.

Mothing in this Order shall supersede any requirements made by or under
the Atomic Energy Act of 1954, as amcﬁded. “"Restricted Data" and
information designated as "Formerly Restricted Data” ghall be handled,
p;otccted, classified, downgraded, and declassified in conformity with

the provisions of such Atomic Energy Act and the regulations of the

Department of Energy.

o Section 9. Interpretation of the Order.

Thé Attorney General,. upon request by the head of an Agency, his duly
designated r;presentative, or the birector of the Information Security
Oversight Office, shall personally or through authorizgd representatives
of the Department of'Justice render an interpretation of this Order

with respect to any question arising in the course of its administration.

Section 10. Revocation of Prior Orders and Directives.

Executive Order No. 11652 of March 8, 1972, as amended by Egecutive
Order No. 11714 of April 24, 1973, and No. 11862 of June 11, 1975,
and the National Security Council Directive of May 17, 1972 ii C.F.R.
i085 (1971-75 Comp.l? are revoked. \

Section 11. Effective Date.

This Order shall become effective on October 1, 1978, except that .
the functions of the Informatioﬁ Security Oversight office specified

in Section 6(a) (1) (iv) and 6(a)(l)(vi) shall be effective immediately

and shall be performed in the interim by the Interagency Classification

Reviev Committee established pursuant to Executive Order 11652.
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